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⚫ Background

⚫Auctions

• Generalized First Price(GFP)
• a non-truthful auction mechanism

• the highest bidder pays the price bid by the highest bidder

• Generalized Second Price(GSP)
• a non-truthful auction mechanism for multiple items

• the highest bidder pays the price bid by the second-highest bidder

• Vickrey-Clarke-Groves(VCG)
• Bidders submit bids that report their valuations for the items, without knowing the bids of 

the other bidders.

• It gives bidders an incentive to bid their true valuations, by ensuring that the optimal

strategy for each bidder is to bid their true valuations of the items.
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⚫ Related Work

⚫ Privacy in the Economics Literature

• primarily in the context of how preferences for privacy by agents may affect mechanisms,rather

than in the context of markets for privacy

⚫Differential Privacy as a Tool in Mechanism Design

• McSherry and Talwar proposed that differential privacy could itself be used as a solution 

concept in mechanism design

⚫ Auctions Which Preserve Privacy

• Feigenbaum, Jaggard, and Schapira study to what extent information must be leaked in 

second price auctions and in the millionaires problem.

⚫ Relationship to the Privacy Literature
• Most Literature([Dwo08])almost exclusively focused on techniques for guaranteeing 𝜀-differential 

privacy for various tasks,where has been taken as a given parameter.
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⚫ Contribution

1. This paper consider a setting in which a data analyst wishes to buy information 

from a population from which he can estimate some statistic.

2. any differentially private mechanism that guarantees a certain accuracy must 

purchase a certain minimum amount of privacy from a certain minimum number 

of agents

3. The main contribution of this paper is to formalize the notion of auctions for 

private data, and to show that the design space of such auctions can be taken to be 

the simple setting of multi-unit procurement auctions.
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⚫ System Model

Budget

Accuracy
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⚫ Two objectives for mechanism

• When the data analyst has a fixed accuracy goal, we show that an 
application of the classic Vickrey auction achieves the analyst’s 
accuracy goal while minimizing his total payment.

• When the data analyst has a fixed budget, we give a mechanism 
which maximizes the accuracy of the resulting estimate while 
guaranteeing that the resulting sum payments do not exceed the 
analyst’s budget.
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⚫ Mechanism Design

• There are n individuals [n],Each individual i is associated with a private bit 𝑏𝑖 ∈ 0,1
• Each individual also has a certain cost function 𝑐𝑖: ℝ+ → ℝ+

• linear cost functions:𝑐𝑖 = 𝑣𝑖𝜀 for some unknown 𝜈𝑖 ∈ ℝ
• utility:

• 𝑐𝑖 𝜀 determines what her cost is for her private bit 𝑏𝑖used in an 𝜀-differentially private manner.

• Restrict our attention to values of ε < 1, So                              .
• The data analyst wishes to estimate the quantity 𝑠 = σ𝑖=1

𝑛 𝑏𝑖
• The collection of all individuals’ private bits is a database 𝐷 ∈ 0,1 𝑛

⚫Notation

⚫Differential Privacy Algorithm
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⚫Characterize the mechanism

A mechanism M :

• Input: a vector of cost functions                                   and database 𝐷 ∈ 0,1 𝑛

• Output:   ∈ ℝ and a vector of payments 

⚫ Design Objective

• Individually rational(Non-negative Utility) • Truthfulness

• Accuracy

True evaluation Mis-report evaluation

≥0
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⚫ Charactering accurate mechanisms
• we show necessary and sufficient conditions on the amount of privacy that a mechanism 

must purchase from each player in order to guarantee a fixed level of accuracy

• Necessary conditions • Sufficient conditions

a multi-unit procurement auctions:
where we seek to purchase exactly Τ1 𝛼 𝑛 units of some good from exactly 1 − 𝛼 𝑛 individuals.

• a mechanism must purchase at least 𝜀-privacy, from at least 𝐻 people, where the values
of 𝜀 and 𝐻 depend on the desired accuracy.
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⚫ Deriving Truthful Mechanisms

• Maximizing Accuracy Subject to a Budget Constraint

We give a truthful and individually rational mechanism for this problem, and show that it 

is instance-by-instance optimal among the class of envy-free mechanisms

obtaining an estimate 𝑆 of maximum accuracy,subject to a hard budget constraint:σ𝑖=1
𝑛 𝑝𝑖 ≤ 𝐵

⚫ FairQuery algorithm

⚫ Problem
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FairQuery is individually rational

 Proof of individually rational:
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FairQuery is Truthful

 Proof of Truthfulness:
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FairQuery is optimal envy-free mechanism

Proof:

Envy-freeness:
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• Minimizing Payment Subject to an Accuracy Constraint

⚫ MinCostAuction algorithm
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𝑛By Theorem 3.3,  Buy               units of privacy from                     people

The constraint on accuracy simply states that we must buy  units of the good.
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𝑖=1

𝑛

𝑝𝑖 = 𝑘 ⋅ 𝑣𝑘+1

⚫ Payments
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Proof：
no other envy-free multi-unit procurement auction with the same accuracy guarantees (i.e. one that 

guarantees buying k units) makes smaller payments than MinCostAuction.
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⚫ Preserving the privacy of the bid

Can we design mechanisms that treat individuals valuations for privacy as private 

data as well, and compensate individuals for the privacy loss due to the use of their 

valuations 𝜈𝑖?

NO!

Solution!

But re-introduces the very source of sampling bias that we wanted to solve by running an auction!

restrict bidder valuations 𝜈𝑖 to lie in a bounded range. 
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⚫ Future Directions

1. Studying Bayesian optimal mechanism design for these auctions 
would help identify and justify appropriate benchmarks.

2. It is unsatisfying to restrict individual valuations for privacy to lie in a 
bounded range. This requires the development of new models.

3. Is there any way to mediate the purchase of private data directly 
from individuals who have the power to lie about their private data?

4. How about a two sided market, in which there are multiple data 
analysts, competing for access to the private data from multiple 
populations.

5. In this paper we considered a one-shot mechanism. In reality, the 
administrator of a private database will face multiple requests for 
access to his data as time goes on.
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Thanks for your attention!


